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Abstract: In the outsourcing of the data, the management of the data is delegated as a service to the external service provider.
However, security issues related to outsourced data create many challenges in this regard. So far, many studies have been done to
increase security, each with its own advantages and disadvantages. In this research, assuming the unreliable external service
providers in the cloud and relying on cryptographic mechanisms and secret sharing techniques, a method has been proposed to
provide the security of outsourcing data, and even provide them with keep hidden from external trusted service providers. In the
proposed method, lattice-based encryption is also used. Using lattice encryption, data security is strongly guaranteed against quantum
attacks. The evaluation of the proposed method in this paper explains the security of outsourced data. It is also shown that runtime,

bandwidth and memory usage of the proposed method are improved compared to previous methods. Meanwhile, in this way, the
information is broken down into the number of service providers and each part is sent to a service provider, thereby reducing the
bandwidth and memory by eliminating the repetition of the data.

Keywords: Outsourcing Data, Cloud database, Secret Sharing, Lattice, Confidentiality
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