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Correlation Analysis of Output Streams Jump Generators
in Stream Ciphers
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Abstract: One method of design the LFSR-based stream ciphers is using irregular clock that it is most famous structures. In recent
years became a springboard technique called clock control that improves efficiency compared to generators has become tighter. In
this way, instead of several clock has been changed and values, in the state through the middle. Per basic polynomials, a jump in the
index jump is still there. It is clear that for the length of each LFSR, there are several initial polynomials that same period, but the
size of the jump index is different. In this paper, by analyzing the correlation attack on generators springboard, it was concluded that
the selection of index jump polynomials with maximum results in minimum correlation between output and input sequence is
productive. So in the design of stream ciphers with a springboard generation structure, in terms of correlation attacks, the polynomial
with most rate of jump up the index is priority.

Keywords: Jump Generator, Jump Index, Correlation Attack, Stream Cipher, Shrink Generator.
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! Linear Feedback Shift Register (LFSR)
2 Correlation Attack

® Algebraic Attack

* Non Linear Combination Generators
® Non Linear Filter Generator

® Clock Controlled Generator

7 Stop and Go Generator

® Alternating Step Generator

® Shrink Generator

0 Side Channel Attack

1 Jump Index

12 Bereklamb Messy

3 Nonlinearity

Hamming Weight

5 power Analysis Attack

18 Time Analysis Attack

7 Linear Feedback State Machine

'8 Siegenthaler

% Independent Identically Distribution
% Bayes
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