A olo o e IYAY 5l oF o lels FA Al 5 55 oS (5 (goiign dloxo

b y950 ,l3810 5 saaSis ;o D D O 8o I jials g awsis
S e aold SLoST 1 ool

)Ln)la.w‘ aYJ.:.):Lgé és.o.?ua EJ..':J)‘ GA»LM.:)S 697:.»4‘& “‘SEL,aé ulf)a

mozhgan.ghasabi@srbiau.ac.ir - |l - 1,85 - Slidss pgle axly oMl of5T olSiils = JSguolS 5 (5 (omodigo 0aSiils -
mdeypir@ssau.ac.ir - ol pl - ;les - (g ke agd olsp 58 g pole oKiils — Dledlbl (5,5lid g b)) oaSlasls =Y

50 .5los )5 oy SIS g e 9 b gl 5l dige ool | jelateds & il o (glos T slas p )l IPI yeo ,l38le 5 slaasis ouuSs
Copie |y o3ls Slagsgm S 0aims Cwad Glgie od S et Gjgo 4 g 0ad oz ools i 5l S i deaSid g9 cal s lee
(o cls s gladin polie 32)55 L prles 5 009 iyl Cens g SMes a4y e S5 5 eS8 (nl )0 S o0
e gole ()5 4 Sl (asteas pae g S el e s BB 4 Soleye oS A oo oo 1S 6l ) S lagtsl
Doz Blis 3 55lene (ol 5l cblis (i SladSid & S joome lBle 5 slaaSis )3 Des (nl i IS SN s 400 5 (o
by ailon yomme )li8le 5 (slaaSed (5 loms ;0 IMa (l (gilwtenrd g (o) & i (nl 0 Lo Cl Copal Pl )l Caoss i
59 p2losls &l oo i & 598 Ceod> mie WM Sl 1alS g e 05 (gl s 168 (g lene (] 8 34 1 asie UG I (5 5050 0
oa ool L jgmme 38l 5 (slaaSel 1o 00l @il Crens gie SMox gl Lt jslatasy (507 alo b (s Lol Jso b 5 ol oy 5!
elepinnms bazms ;5 5 (oo lond jl soleitny 02,58 (25l 5 stalesT s 133l 5 S (gl p3Y s o5 dlml gl Lo !
s ge Ol |y (B slaby) 4 o 0T 55 5 ol B9y L loterd cnl o 00 pladl slatalojl pales, S olinl (S5

Moz il ol (6,0 alold oald a5e8 Cwedd mie SMes jgmne 38l 5 (sleaSil 1golS slaoilg

Detection and mitigation of
Defined Networks wusing th
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Abstract: Recently, software defined networks have wide applications on the Internet in order to optimize the use of bandwidth and
better traffic management. In Software Defined Network (SDN), the control plane and data plane of the networks are decoupled. In
this architecture, the control plane, centrally manages switches by an special server named controller. In SDN, the controller is so
vulnerable to DDOS attacks. By injecting spoofed request packets continuously, attackers make a burdensome process which cause
the controller to be unreachable and thus denial of services for legitimate users. Due to the augmented impact of these attacks on the
software defiend networks rather than traditional networks, need for protection of such network against the attack is very much
important. In this paper we will review and simulate DDOS attacks on SDN. We afterward propose a novel detection and mitigation
algorithm which takes advantage of unique features of the SDN architecture. In this algorithm, for detecting DDOS attacks in SDN a
statistical method based on Jeffrey distance is used. We created the necessary infrastructure for software-driven network and evaluated
the proposed method using Mininet simiulator on the Linux operating system. Our experiments performed in the simulator, showed
the efficiency of the proposed method and its superiority compared to previous approaches.

Keywords: Software defined networks, distributed denial of service, Jeffrey distance, attack mitigation.
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