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Distributed and Collaborative Detection of Wormhole Attack
in Wireless Sensor Networks
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Abstract: Wireless sensor networks are made from some small nodes called sensors. These nodes communicate and calibrate for
some doing tasks. Various attacks can threat these networks. A wormhole attack is an attack that targets network layer and causes
disorder in routing protocols. In the wormhole attack, packets of an area in the network transmit to other area through high-speed and
out-of-band links. This causes nodes that are not in each other’s transmission range detect each other as neighbors unconsciously. To
deal with this attack, various methods are proposed that may require hardware or special defaults. Our proposed method is a
distributed one, which uses neighborhood data and requires no special hardware. Our main idea is to use neighborhood list of each
legal neighbor node (which is not attacked) to be aware of real neighbor nodes. In the other words, the proposed method identifies
transporting nodes in association with its neighbor nodes.

Keywords: Wireless sensor networks, neighborhood list, wormhole, node, attack.
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