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Abstract

One of'the services that 5G provides is URLLC. To meet the requirements of URLLC, Grant-Free access schemes have been proposed. In these schemes,
the radio resources are utilized by User Equipments without any reservation . In these scenarios, we may see malicious behaviors such as the inclination
of UEs to reduce their own latency with selfish behaviors or possibility of having misbehaving nodes that degrade the QoS of others. Therefore, detecting
malicious users is important in these schemes. In this research, we seek to detect misbehaviors in K-repetition based slotted-ALOHA grant-free access
scheme. In previous studies, the security of traditional MAC protocols such as ALOHA has been studied. However, the security of grant-free access
based on ALOHA mechanism has not been investigated. Deep learning is considered for misbehavior detection and we employ a Long Short-Term
Memory (LSTM) model to detect malicious UEs. The simulation results indicate that under stable conditions, the accuracy decreases as the number of
nodes increases. Additionally, in the presence of a fixed number of nodes, as the number of malicious nodes increases, the accuracy decreases.
Additionally, if malicious nodes behave properly at times and misbehave at other times, detecting such misbehavior is more difficult.
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Introduction

One of the services that is provided by 5G cellular technology is Ultra-Reliable Low-Latency Communications (URLLC). To meet URLLC
requirements, grant-free (GF) access schemes have been proposed. In GF access methods, the use of radio resources is done directly without prior
reservation , which is suitable for scenarios with a large number of devices such as the Internet of Things (IoT) [2]. But in these scenarios, the probability
of users trying to reduce their delay with selfish behaviors, or the possibility of having malicious nodes that seek to decrease the quality of service
(QoS) of users, increases. For this reason, it is very important to detect malicious or selfish behaviors in these systems.

Proposed Work and Methodology

The proposed method is presented for a grant-free access scheme based on slotted ALOHA with K repetition. The misbehaving nodes try to adjust the
access probability of ALOHA and/or the value of K in a selfish or malicious manner. In proposed method, long short-term memory model (LSTM) is
used to detect misbehavior of GF users in a 5G system. To this aim, the media access evidences are sequentially windowed, injected into LSTM network
model, and the misbehavior/normal behavior of the node is extracted from it as the output. The model has been trained with the help of data extracted
from a custom simulation using the mean square error function and Adam's optimizer. The simulation results indicate that under stable conditions, the
accuracy decreases as the number of nodes increases. Additionally, in the presence of a fixed number of nodes, as the number of malicious nodes
increases, the accuracy decreases. Moreover , if malicious nodes behave properly at times and misbehave at other times, detecting such misbehavior is
more difficult.

Conclusion

In this research, the behavior learning approach with the help of deep neural networks employed to detect the misbehavior of devices in grant-free
random access in 5G cellular networks. The long short-term memory (LSTM) used to learn the behavior of normal and misbehaving users in an ALOHA-
based GF method with K repetitions mechanism. The simulation results show acceptable accuracy of proposed method in detecting misbehaviors. Of
course, increasing the number of nodes, increasing the number of available frequency channels, increasing the number of misbehaving nodes, and on-
off attack reduce the accuracy of the method. Using other learning methods and investigating more intelligent methods for detection of more complex
misbehaviors are recommended as future works.
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