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Proposing a New Algorithm for Detecting Node Replication
Attack in Wireless Sensor Networks based on the Local
Propagations and Legal Wormhole Channels

R. Rafeh?, F. Khodadai®

1- Department of Computer Engineering, Faculty of Engineering, Arak University, Arak, Iran,
2- Department of Computer Engineering, Islamic Azad University, Malayer Branch, Malayer, Iran,

Abstract: A common attack in wireless sensor networks is the node replication attack. In this attack,
attackers capture a number of nodes and spread copies of them in the network. Replicated nodes, which are
controlled by the attackers, start communicating with other nodes to corrupt network protocols. In this paper
we propose a new algorithm for detecting replica nodes in wireless sensor networks with mobile nodes using the
legal wormhole channels. The proposed algorithm consists of two phases: local detection and global detection. In
the first phase, each node detects replica nodes in its neighborhood by disseminating “Hello” messages. In the
second phase few nodes in the network establish legal wormhole channels pairwise and exchange the information
of their neighbors. When there is a common node in these neighbors, that node is known as a replica node. The
experimental results show that the proposed algorithm outperforms similar algorithms in terms of detection rate
and detection time.

Keywords: Wireless Sensor Network, Node Replication Attack, Legal Wormhole Channel, Local Detection,
Global Detection.
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