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A Blind Steganography based on Reed-Solomon Codes and Optimal
Substitution Table with ImprovingPayload and Robustness

A. M. Molaei*, M. H. Sedaaghi?,H. Ebrahimnezhad®
1, 2, 3- Computer Vision Res. Lab, Faculty of Electrical Engineering, Sahand University of Technology, Tabriz, Iran

Abstract: In this paper, a new steganography method is provided to embed the secret data into the least
significant bits of host pixels. Data extraction process from the host image is independent of the original image.
Before the embedding process, the secret data are encoded using a Reed-Solomon block error correction code.
Therefore, the proposed algorithm is able to correct errors resulting from intentional or unintentional damages
created on stego-image during the data extraction. Also after encoding, in order to reduce the mean square error
(MSE) between the images before and after embedding, data are embedded into the least significant bits of host
pixels using optimal substitution table and modulus function. This diminished MSE improves the visual quality
of the stego-image meaningfully. Since the proposed method is able to embed data into more significant bits
preserving the visual quality of the image, it has enhanced the embedding payload. The simulation results show
that the proposed algorithm not only increases the embedding payload, but also increases robustness to attacks
by increasing error correction capability, in comparison with similar methods.

Keywords: Robust Steganography, Reed-Solomon Codes, Low-Order Bits Embedding, Optimal Substitution
Tables, Modulus Function, Error Correction, Blind Detection.
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