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Secure Relaying Communication with Multi-Antenna Full-
Duplex Destination

F. Jafarian®, Master of Sience; Z. Mobini?, Assistant professor

1- Faculty of Engineering, Shahrekord University, Shahrekord, Iran, Email: f.jafarian@stu.sku.ac.ir
2- Faculty of Engineering, Shahrekord University, Shahrekord, Iran, Email: z.mobini@eng.sku.ac.ir

Abstract: In this paper, the physical layer security of a full-duplex secure cooperative wireless system with multiple input multiple-
output (MIMO) destination node is examined. We assume that a source node communicates with a destination node in the presence
of an eavesdropper. In addition, a jamming signal is sent via destination to weaken the relay-eavesdropper thanks due to the full-
duplex operation at the destination node. We propose different beamforming schemes and accordingly derive the instantaneous and
average secrecy rates. We also study the effect of the number of antennas, the position of the eavesdropper, and the transmit power of
the source and destination nodes on the average secrecy rate. Our results reveal that beamforming and friendly jamming increase the
secrecy of cooperative communication. Moreover, simulation results demonstrate that the choice of the beamforming scheme plays a
critical role in determining the FD cooperative communication gains.

Keywords: Physical layer security, full-duplex, multiple-input multiple-output (MIMO), cognitive wireless communication,
eavesdropper, achievable secrecy rate.
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" Full-duplex

' Eavesdropper

" Decode and forward

* Amplify and forward

° Diversity

" Beamforming

" half-duplex

* Self-interference

' Degree of Freedom

" Transmit zero forcing

"' Receive zero forcing

'" Maximal ratio combining/ Maximal ratio transmission
' Probability density function

'* Cumulative distribution function
'* Gamma function

"* Rayleigh Fading
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