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Short Abstract

Various methods have been presented to evaluate trust management between users in social networks. Individual and subjective diagnosis is less
considered in the evaluation of trust and often a general and general model is presented for all users. trust evaluation without considering the personal
and mental characteristics of users is not effective. in the proposed method of this research, users' characteristics are calculated and their importance is
determined using fuzzy rough set theory. users' characteristics are combined and aggregated by considering their importance and using Dempster Shafer
theory of evidence. the sets of trust and distrust values and ambiguity are evaluated to determine the degree of trust. the final values are used to make a
trust decision and create a secure connection. the level of user trust in the entire network is determined by all users. the comprehensive performance of
the proposed method and RTARS, ABC, DSL-STM and AUTOMATA algorithms have been compared in four evaluation indices and in 10 independent
implementations. the obtained results show the improvement of the trust decision and the creation of safe communication in social networks. the
proposed algorithm has been able to correctly decide the trust of users in social networks with 92.54% accuracy. the experimental results show that the
proposed method is able to infer trust more accurately than the previous methods.
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1- Short Introduction

Today, due to the online communication and the existence of the internet platform and its use in all financial centers and commercial companies, the
issue of the security of such centers is sensitive and important. secure communication and information protection are one of the main challenges of
these centers, so that a lot of funds are spent by these companies to create a secure platform for communication, while sometimes there are many
weaknesses and wrong trust in the offending users, causing a lot of losses. has been to these centers. meanwhile, creating a safe platform and increasing
the trust factor is effective, and the scope of this research article can be used in social networks and professional communication software, and in a
practical way, it can improve the security and communication factor of these software and websites.

2- Proposed Work and Methodology

To evaluate the trust in the proposed method, the characteristics of the users are used, and the evaluation of the trust is done based on the characteristics,
reactions, and individual behavior of the users. In this model, first, the computable features of users are measured and the range of features is determined.
The feature set includes activity level, follower, group, and reputation. By calculating the similarity of the feature values, the trust evidence is generated.
Considering that the criteria of trust are qualitative and the decision on qualitative criteria lacks the necessary accuracy, in this article, we have been
able to improve the accuracy in trust decision-making up to 92.54% by using the calculation of individual characteristics and fuzzy rough set theory to
weight the characteristics and combine them using evidence theory.

3- Conclusion
In this article, a new method for evaluating trust is presented by considering the individual and mental conditions of users instead of a general evaluation
for all users. The proposed method has been able to correctly decide whether to trust or not trust the user with an accuracy of 92.54 The proposed

method was compared and evaluated with 4 other models in trust evaluation (RTARS model, ABC model, DSL-STM model, and A-automat model).
The results show the superiority of the proposed method over other methods in terms of precision, accuracy, and average error criteria.
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Trust = Avg m(T) (f0)
Distrust = Avg m(Dt) (£%)
Ambiguity = Avg m(Am) (fv)
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C=1—-Am (fA)
TB=Cx (1-T) ()
DB = Cx (1—Dt) ©+)
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Algorithm: Trust decision based on user characteristics

Input: Epinions or Advagoto dataset

Output: Trust decision for users

1: for eachuser do

2: Calculating the values of user attributes using the
relationship 17, 18, 19 and 20

3: Saving the attribute values of each user in a matrix
4: Apply k — fold on the data set for k = 10
5: foreachkdo
6: Considering k — 1 fold as a training set and
1 fold asa validation set
7: Tell set; apart into a; and ; where «; is user
trusted by u; and f; is not trusted by u;
8: forvf € Fdo
9: extract max; and min; of f fromq;
10: extract max'; and min's of f from p;
11: set sco, = (ming, max;), scog, = (min'; , max’; )
12: generate scope sco,,, based on sco, and scoy,
13: set §;(Scos) =< sc0y, SCO4t, SCOGy >
14: Generate evidence weights using relations
34 and set g(w;, s, ..., wy) = ED(w;)
15: for eachitem Vit € set;: do
16: setms =0
17: extract S¢o;, SCOqy, SCOqy from §(Scoy)
18: forvf € Fdo
19: set the value of feature f belongs to
it as val(f)
20: set the scope similarity between
[val(f ), val(f )] and sco,, scogs, SCOgm aS
sim;, Simgy, SiMgy,
21: set sum = sim; + simg, + Simg,,
22: set m(t) = (sim; x g)/sum,

m(dt) = (simg, X g)/sum'
m(am) = (stmam x g)/ sum
23: Comparison of trust belief and mistrust belief and

amount of ambiguity:
m(T) <m(Dt) , m(T) = m(Dt)
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W, = ED(x,) D)
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Sim;, Simg,, Simg,,
. (%)
S b)) =—7——
im(a.b) = - h)
&(a,b) = abs {l (amin + amax) + 2 (amux - amin) -
2 2 xY)

1

E(bmin + bmax) - § (bmux - bmin)}
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Sum = Sim; + Simy; + Simg,, (YA)
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= =— = ¥q)
m(®) Sum ’ m(dt) Sum ' m(am) Sum
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Cross Validation

Fold *

24: Aggregation and average individual confidence:
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