W by ol VAFF-VAFY (0T AR lias )F o)Lt o0 Al ey 15 olStils 52 pooikio Aloxo

Jodxs gl g ALl ool 8lay auzid gl 1 (g, el &l
o] Ol ygiws

. A\ . Aol ) . PR
sl « ojpchng).Jo ng‘én S0 uuy).e

F.manavi@cse.shirazu.ac.ir — ¢l - 51, =518 oKadls - jgenlS § (5 (gwdige 0aSiisls )

Ali@cse.shirazu.ac.ir — ;l ul - 5108 =518 oBiils = Fa0elS 9 (5 (s 0aSisls =Y

S 4ol S o liBl b o e sl 38l 5 ailansls (6 St 0b) @t Sla)liBle 5 (6 gepelS Sl (275 Logg 5l t00aSs
a5 Sl ygnlS ool 51 glasle s bayl3dle 5 anseid aileaools dxwgi o,ué g Sledbl caSis ¢ gualS A il ycam] Boal aS
aloz3l ST g2 (e sla by, ool (A 50 g 00 0wl el 5 e oIl S pansets oSS slaasliy Jelisa i sl
5 ol e At e 115310 Lol (gl o Lo (gouils 5loaSyT stam a5 eyl s azrg by bl o o153l Lokt o Jslae (gl sba,
iz daid o5 gl ol b abanlss ool ST 51 b L sanaudIS gl callio oyl 1o 140 10,8 Jaich o museds aigl o ooyl 5 5
Ol 3l ool s g 09 o (lulids b Bl oo loaSGT s onisadlyl g 50 abamlys 428 5 L3 0 b bl (e gl ige g mies 93]
Ohy) Caie 0;S oo 1B ealituls ge (GALAS (sal>ye ;0 5 958 0 gl (Shg nslal (nl 5 e S5 o0 aiSle pslas deaSy]
skl GanadS 5 (5l salies @ o liEl artid galies 5 95 o0 Sl pslal quge SlaaSy] ulul a5 ol Gl golerin

3,15 (6 eSSz 5 uS o0 Joe Falnte ey by, A S (g3l () 5,000l dedse Jaas

LGS pgai ¢33l asead 8l WG] i guadS slaojle

An Efficient Approach for Unknown Malware Detection
Based on Opcode Analysis

Farnoush Manavit, PhD Student; Ali Hamzeh?, Professor
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2- Faculty of Electrical and Computer Engineering, University of Shiraz, Shiraz, Iran, Email: Ali@cse.shirazu.ac.ir

Abstract: Today, with the development of computer systems, malware has grown dramatically. Malware is defined as a program that
is developed with malicious purpose, such as sabotaging the computer system, information theft or other malicious actions. Malware
detection is a branch of computer security which attempts to analyze suspicious programs, detect malware and ultimately eliminate the
threat. Opcode-based methods are commonly used in malware detection. Given that, all Opcode are not important for detecting
malware, some of them can be ignored in the detection process. In this research, the proposed method is based on Opcode Analysis,
but only some of the important and effective Opcodes will be considered for file detection. First, momentous Opcodes of file are
identified and employed for generating images. Then, features are extracted from the images in order to accomplish the classification.
The advantage of the proposed method is that images are created based on important Opcodes and detecting malware is converted into
image classification. Therefore, the proposed method is more optimized compared to the previous methods and also has acceptable
accuracy and less complexity.

Keywords: Classification, image, malware, malware detection, opcode.
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